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This policy keeps in line with 
UNCRC Article 
3,6, 17;
3 - Adults must do what’s best for me
6 – I should be supported to live and grow
17 - 
I have the right to get information in lots of ways as long as it’s safe
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Internet and Social Media


All staff need to ensure that the following roles and responsibilities are implemented and upheld;
· Young People must be familiar with and conform to these guidelines.
· Staff must be familiar with these guidelines and monitor young people’s Internet use to ensure that these guidelines are not breached.
· Staff must ensure young people are supervised and monitored when accessing the Internet.
· Staff should ensure that each young person understands and signs an internet agreement prior to accessing the Internet. 
· Manager - should ensure that all staff are familiar with the Internet Policy, the Staff Guidelines for Internet Access and Use, and the Guidelines on Young People’s Internet Access and Use.
· The management committee - should ensure that the Manager has implemented this policy and guidelines and review regularly by all staff.

Control
· Computers used for Internet access should be fitted with: Software virus protection to block viruses
· Young people’s activities will be monitored and a time restriction of 10 minutes per child will be applied. 

Monitoring Process
· Young people should only be allowed to access the Internet if they have understood and signed the agreement.
· Young people should only be allowed access to the Internet within a supervised and observed environment.
· Staff should ensure they discuss personal safety issues with young people on a regular basic 
· During each access session a named staff member should be responsible for supervising access at any given time during that session.

3. Acceptable Use and Legal Issues
Internet facilities enable young people to handle a very wide range of information, including personal data, linking to large numbers of computers and other individuals across the world. In this relatively uncontrolled environment, it is particularly important that young people are aware of and conform to legal requirements.

Laws applying to Internet use include;

· The Computer Misuse Act
· The Copyright Act
· Health and Safety at Work Act
· Data Protection Act 2018

SOCIAL MEDIA
Tarbert After School Care have a Facebook and Instagram page as a way of communicating and advertising our services. When children register, their parents have to sign a form to say they are happy for photos to be used on this page - only the Manager and staff have access to these pages.
This policy covers personal use of social media as well as the use of social media for official club purposes, including sites hosted and maintained on behalf of the club. 

· You must be conscious at all times of the need to keep your personal and professional lives separate. You should not put yourself in a position where there is a conflict between your work and your personal interests. 
· You must not engage in activities involving social media which might bring the service into disrepute. 
· You must not represent your personal views as those of the service on any social media site. 
· You must not discuss personal information about children, the service or local authority staff and other professionals you interact with as part of your job on social media. 
· You must not use social media and the internet in any way to attack, insult, abuse or defame children, their family members, colleagues, other professionals, other organisations, the setting or the local authority. 
· You must be accurate, fair and transparent when creating or altering online sources of information about (or from) Tarbert after school care. 

Personal Use of Social Media 

· Staff members must not have contact through any personal social medium with any children, from Tarbert After School unless the children are family members.
· On leaving Tarbert After School Care employment or service, staff members must not contact current children or their families by means of personal social media sites. Information staff members have access to as part of their employment, including information about children and their family members, colleagues from the setting or other local schools or clubs must not be discussed on their personal social media. 
· Photographs, videos or any other types of image of children and their families must not be published on personal social media. 
· Staff members are expected to devote their contracted hours of work to their professional duties and personal use of the internet or personal social media should not be on TASC time. 
· Caution is advised when inviting work colleagues to be ‘friends’ in personal social networking sites. Social networking sites blur the line between work and personal lives and it may be difficult to maintain professional relationships. 
· Staff members are strongly advised to ensure that they set the privacy levels of their personal sites as strictly as they can and to opt out of public listings on social networking sites to protect their own privacy. Staff members should keep their passwords confidential, change them often and be careful about what is posted online; it is not safe to reveal home addresses, telephone numbers and other personal information. It is a good idea to use a separate email address just for social networking so that any other contact details are not given away. 
· Staff members with children currently attending Tarbert after school care must take particular care with their own devices where they have online links using social media or messaging apps (e.g. Facebook/Instagram/iMessage/WhatsApp) with other members of staff. Personal devices using such links must be secured with a password and should be not shared with the child. 
· Staff members who choose to link with other members of staff who have children in the service must take additional care over their privacy settings so that private or confidential information about themselves cannot be accessed or used maliciously.

Use of social media feeds 

· Staff members can only use official club sites or club email for communicating with children or to enable children to communicate with one another.
· Staff members must at all times act in the best interests of children and young people when creating, participating in or contributing content to social media sites or blogs. 
· Messages, images, learning and other information posted on the settings Facebook/Instagram must always present the club in a positive light and exemplify responsible use of social media. 




Monitoring of internet use

· Tarbert After School Care monitors usage of its internet and email services without prior notification or authorisation from users. 
· Users of Tarbert After School Care email and internet services should have no expectation of privacy in anything they create, store, send or receive using the clubs ICT system. 

Breaches of the policy

Any breach of this policy may lead to disciplinary action being taken against the staff member/s involved in line with Tarbert After School care disciplinary Policy and Procedure.

A breach of this policy leading to breaches of confidentiality, or defamation or damage to the reputation of Tarbert After School Care any illegal acts or acts that render Tarbert After School care may result in disciplinary action or dismissal. 
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